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Damage to Energy Security
(Energy Palicy Tools)

Characterize Facility

I_'L

Identify: Undesirable
Events & Critical Assets

I_VL

Determine Consequences

The Degree of Damage to Energy Supply
Capabilities:
1. Shortage in natural gas during peak hours
through the day
2. Market’s annual shortage of natural gas

A A

sis:
Productjon Capacity,

¥ Recoyery Time

Define Threats

|_$

Analyze Protection
Systems Effectiveness

|j

Estimate Risk /

)
------------ M{Performance Analysis------cc-ccocceaooool ."

Sandia 2000, Zarchi 2014 Low Risk

Yes

Risk Acceptable?

No

¥

Alternative Analysis:
Adapting Energy Policy Tools for minimizing the
extent of impact caused by reduced supplies,
while performing cost-effectiveness analysis
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A Holistic Approach for the Protection of Critical Energy Infrastructure:
The Case of Israel in an Era of Maritime Terrorism

By: Nir Zarchi, Supervised by Prof. Brenda Shaffer

In Collaboration with: Prof. Shaul Chorev (head of HMS) and Elai Rettig; Haifa Research Center for Maritime Policy & Strategy, University of Haifa

Abstract

The study presents a theoretical framework to
guide policy recommendations for the security of
critical energy infrastructure; while analyzing the
Israeli case of offshore energy facilities under a
scenario of terrorist activity.

Introduction

Reliable energy supply is essential for ensuring
social prosperity and economic development, and is
a key component of a country’s power and
sovereignty. In the case of Israel, significant
natural gas reserves that were discovered in its
Exclusive Economic Zone (EEZ) serve as an
important addition to its energy security.
However, Israel is also engaged in an ongoing
conflict with a number of neighboring states and
non-state actors. Some actors declared their
intention to carry out physical attacks against
Israel’s energy infrastructure, prompting Israel to

Haifa Research Cer
V‘ﬂlI‘!\(Iz’SC\;ﬂHWﬂ”,/ research center in the fielc

ter for Maritime Policy & Strategy (HMS) w.

prepare countering measures. In  general,
government security agencies tend to propose
military solutions to ongoing security threats.
However, it is more effective to implement policy
tools aimed at minimizing the extent of damage to
supply once an attack occurs, rather than focus
solely on ensuring an attack’s interception.

The study offers an innovative model that
combines analytical research tools used for military
threat evaluation models with theoretical tools and
methodologies used by political scientists to ensure
energy security and resilience.

Damage to Facilities
(Military Operation Research)

Damage to Energy Security
(Energy Policy Tools)

and boats mounted with explosives. The results
show that if significant physical damage is inflicted
upon the treatment facility, it will result in
considerable damage to Israel’s gas supply. At peak
hours, the gas supply capacity is expected to fall to
as low as 40% of regular demand. However, the
potential annual production capacity of gas is
higher than the annual demand in Israel’s domestic
market, and so supply reliability is expected to
improve over the years.

2024: Al Demars . Sply S

/

i
i

Capabilities:
1. Shortage in natural gas during peak hours
through the day

2. Market's annual shortage of natural gas

Events & Critical Assets
~

i

Production Capacity, Risk Acceptable? Yes— ]
very Time

No

4

Alternative Analysis:
Adapting Energy Policy Tools for minimizing the

Analyze Protaction
Systems Effectiveness
extent of impact caused by reduced supplies,
Estimate Risk |—- "

t Analysis

The study finds that the critical elements of
Israel’s maritime energy infrastructure are its
marine gas-treatment facilities and production

Conclusions

It is important that in addition to establishing
proper defense mechanisms, governments prepare
relevant policies to cope with the loss of supply
capacity. Such policies include initiating emergency
plans to run the economy during crisis, switching
to alternative fuels, diversifying supply by
importing fuels from various geographic locations,
maintaining emergency stocks, and establishing a

of Maritime Strategy, focusing

rigs. It identifies several major threats to these robust infrastructure characterized by
facilities, ranging from missile attacks to aircrafts interchangeability, flexibility and redundancy.
ished in 2016 as a response to the rising significance of the maritime domain. HMS vision is to be a leading Israeli academic

on the Eastern Mediterranean and the Red Sea Regions
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